CMS Employee How-to Guide: PC and Mac

MFA Initial Setup Instructions

CENTERS FOR MEDICARE & MEDICAID SERVICES

Multi-Factor Authentication (MFA) Initial Setup Instructions

Follow the instructions below to set up Okta Verify, Google Authenticator, SMS Authentication,
e-mail authentication, and/or voice authentication. You may need a mobile device if you
choose the app-based authentication options. This can be your CMS-issued, company-issued, or
personal mobile device (cell phone).

1. On your laptop, navigate to https://idm.cms.gov and enter your CMS EUA user ID and
password. Check the box next to “Agree to our Terms & Conditions” and click Sign In.

Note: Login using your 4-character CMS EUA user ID and password. CMS PIV Card Only
authentication may not work for first-time users. After your initial account setup is
complete, you can use the CMS PIV Card Only button.

.gov |

SignIn

Username

Password
B Agree to our Terms & Conditions

Sign In

e
CMS PIV Card Only

Attention CMS PIV card users: The CMS PIV Card
button will be active after initial login using your 4
character CMS EUA ID.

Forgot your Password or Unlock your account?
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2. Set up multifactor authentication. You can choose from Okta Verify (use a push
notification sent to the mobile app), Google Authenticator (enter single-use code from
the mobile app), SMS Authentication (enter a single-use code sent to your mobile
phone), Voice Call Authentication (use a phone to authenticate by following voice
instructions), or Email Authentication (enter a verification code sent to your email).

Note: We recommend you set up at least two factors, for example, Okta Verify and SMS
Authentication. If you get a new mobile device in the future and keep the same phone
number, then you will have at least SMS authentication as an alternate option to access
your applications and sign in to https://idm.cms.gov.

Steps in this guide provide instructions on how to set up Okta Verify, Google
Authenticator, and SMS Authentication.

Vi V.J.QOV |

Set up multifactor authentication

Your company requires multifactor
authentication to add an additional layer of
security when signing in to your account

Okta Verify

Use a push notification sent to the
mobile app.

Setup

Google Authenticator
Enter single-use code from the
mobile app.

Setup

SMS Authentication

Enter a single-use code sent to your
mobile phone.

Setup

Voice Call Authentication

Use a phone to authenticate by
following voice instructions.

Setup

Email Authentication

Enter a verification code sent to your

Setup

Revision Date: Aprll 1, 2021 2 Template Version Number: 00103072020
Created by ThirdPacket for CMS


https://idm.cms.gov/
http:https://idm.cms.gov

CMS Employee How-to Guide: PC and Mac

MFA Initial Setup Instructions CM s

CENTERS FOR MEDICARE & MEDICAID SERVICES

Okta Verify Initial Setup

1. Select Setup under the Okta Verify option.

S.gov|

Set up multifactor authentication

Your company requires multifactor
authentication to add an additional layer of
security when signing in to your account

@ Okta Verify
Use a push notification sent to the

mobile app.

Google Authenticator
Enter single-use code from the
mobile app.

SMS Authentication

Enter a single-use code sent to your
mobile phone.

Voice Call Authentication
Use a phone to authenticate by
following voice instructions.

Email Authentication

Enter a verification code sent to your
email

2. Select your device type: iPhone or Android.

Setup Okta Verify

Select your device type

@ iPhone
@® Android

Back to factor list
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3. After selecting your device, download Okta Verify from App Store or Google Play store.

This example displays the iPhone download option. Once completed downloading the
app, select Next.

Setup Okta Verify

Select your device type

@ iPhone

@ Android

Download
onto your mobile device.

Next

Back to factor list

4. Launch the Okta Verify application from your mobile device and select the plus (+) icon
to add an account.

okta Verify

No accounts added

Add an account to verify your identity when
yOou access your organization's apps

T
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5. Select Organization and then select Scan a QR Code. After selecting Scan a QR Code, the
app opens the camera on the mobile device. Scan the barcode displayed on the Setup

Okta Verify application.

9:139 o T - 9:141
Close Add Account 4 Okta Verify Scan QR Code
Choose Account Type Verify To Continue
Choose the type of account you would like If your organization provided a QR code, you
to add can scan it to continue.

Otherwise, you can sign in with your
organization's Okta account.

Organization >
Work, school, company

Other >
Facebook, Google, etc

Center QR Code within the Frame

Scana QR Code

Sign In

Enter Key Manually

Setup Okta Verify

Scan barcode

Launch Okta Verify
application on your
mobile device and

select Add an account.

Can't scan?

Back to factor list
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6. A new account is added to your Okta Verify account (can have multiple).

Okta Verify okta Verify
@ n idm.cms.gov >
TTTT
Account Added 756 739

TTTT

You can now securely sign in to your
organization's apps.

Return to your organization's instructions to
continue.

Important: Keep this app installed on your
device. You'll need it to signin.

The code cycles/updates every 30 seconds. Select Or enter code if you want the code to
log in to the application you are attempting to access.

.oV |

©

Okta Verify (iC)

.gov |

©O-

Okta Verify (iC)
Send Push

Send Push

Enter Code

B send push automatically

Or enter code

B send push automatically

B Do not challenge me on this device for
the next 30 minutes

B Do not challenge me on this device for
the next 30 minutes

Sign Out Sign Out
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Note: when using Okta Verify, it is recommended to select Send Push to confirm on the
Okta Verify configuration, and select Yes, It’s Me.

9:569 ol -

Did You Just Try to Sign In?

Okta Verify (ic) < Hummelstown, Pennsylvania, Unite.
More Info
(3‘ Just now
Send Push
Or enter code
B Send push automatically
B Do not challenge me on this device for
the next 30 minutes

. Yes, It's Me No, It's Not Me
Sign Out |

7. Setup is now complete. Click Finish or choose another authentication option.

S.gov|

Set up multifactor authentication

You can configure any additional optional
factor or click finish

Enrolled factors

@ Okta Verify

Additional optional factors
Google Authenticator

Enter single-use code from the
mobile app.

SMS Authentication

Enter a single-use code sent to your
mobile phone.

Voice Call Authentication

Use a phone to authenticate by
following voice instructions.

Email Authentication
Enter a verification code sent to your
email.

Finish
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Google Authenticator Initial Setup

1. Select Setup under the Google Authenticator option.

1S.gov |

Set up multifactor authentication

Your company requires multifactor
authentication to add an additional layer of
security when signing in to your account

‘Okta Verify
Use a push notification sent to the
mobile app.

Setup

‘Google Authenticator
Enter single-use code from the
mobile app.

Setup

SMS Authentication
Enter a single-use code sent to your
mobile phone.

Setup

Voice Call Authentication
Use a phone to authenticate by
following voice instructions.

Setup

Email Authentication
Enter a verification code sent to your

Setup

2. Select your device type: iPhone or Android.

Setup Google Authenticator

Select your device type

@® iPhone
@® Android

Back to factor list
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3. If not already installed on your mobile phone, download Google Authenticator from the
Google Play Store and select Next.

Download
onto your mobile

device.

Back to factor list

4. Open Google Authenticator on your mobile phone, scan the barcode, and select Next.

Setup Google Authenticator

Scan barcode

Launch Google

Authenticator, tap the
“+" icon, then select
“Scan barcode”.

Can't scan?

Back to factor list
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5. A new account is added to your Google Authenticator account (can have multiple). The
code cycles/updates every 30 seconds. Use the code to log in to the application you are
attempting to access.

Google Authenticator

idm.cms.gov (TTTT)

695 506

6. Setup is now complete. Click Finish or choose another authentication method.

CMS.gov | IDM

Set up multifactor authentication

You can configure any additional optional
factor or click finish

Enrolled factors

@ Okta Verify
e Google Authenticator

Additional optional factors

SMS Authentication

Enter a single-use code sent to your
mobile phone

Voice Call Authentication
e to authenticate by
jaice instructions.

o Email Authentication

Enter a verification code sent to your
email

Finish
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SMS Authentication Initial Setup

1. Select Setup under the SMS Authentication option.

S.gov |

Set up multifactor authentication

You can configure any additional optional
factor or click finish

Enrolled factors

@ Okta Verify

Additional optional factors

Google Authenticator
Enter single-use code from the
mobile app.

SMS Authentication
Enter a single-use code sent to your
mobile phone.

Voice Call Authentication

Use a phone to authenticate by
following voice instructions.

Email Authentication
Enter a verification code sent to your
email.

Setup

Finish

2. The Receive a code via SMS to authenticate window displays. Enter your phone
number and select Request Code.

Receive a code via SMS to authenticate

Request Code

United States

Phone number

Back to factor list
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3. You will receive a one-time verification code via SMS.

Your CMS verification code is
618552.

4. Enter the one-time verification code received via SMS and select Verify.

Enter Code

Back to factor list

5. Setup is now complete. Click Finish or choose another authentication option.

gov|

Set up multifactor authentication

You can configure any additional optional
factor or click finish

Enrolled factors

@ Okta Verify
SMS Authentication

Additional optional factors

e Google Authenticator
Enter single-use code from the

mobile app.

@ Voice Call Authentication
Use a phone to authenticate by
following voice instructions.

Email Authentication
Enter a verification code sent to your
email.

Finish
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